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Abstract

In timing-sensitive blockchain applications, such as decentralized
finance (DeFi), achieving first-come-first-served (FCFS) transac-
tion ordering among decentralized nodes is critical to prevent
frontrunning attacks. Themis [26], a state-of-the-art decentralized
FCFS ordering system, has become a key reference point for high-
throughput fair ordering systems for real-world blockchain appli-
cations, such as rollup chains and decentralized sequencing, and
has influenced the design of several subsequent proposals. In this
paper, we critically analyze its core system property of practical
batch-order fairness and evaluate the frontrunning resistance claim
of Themis. We present the Ambush attack, a new frontrunning
technique that achieves nearly 100% success against the practi-
cal batch-order fair system with only a single malicious node and
negligible attack costs. This attack causes a subtle temporary in-
formation asymmetry among nodes, which is allowed due to the
heavily optimized communication model of the system. A funda-
mental trade-off we identify is a challenge in balancing security
and performance in these systems; namely, enforcing timely dis-
semination of transaction information among nodes (to mitigate
frontrunning) can easily lead to non-negligible network overheads
(thus, degrading overall throughput performance). We show that
it is yet possible to balance these two by delaying transaction dis-
semination to a certain tolerable level for frontrunning mitigation
while maintaining high throughput. Our evaluation demonstrates
that the proposed delayed gossiping mechanism can be seamlessly
integrated into existing systems with only minimal changes.
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1 Introduction

Consensus on the order of transactions is a fundamental require-
ment for blockchain systems. This is particularly crucial for recent
blockchain applications, such as decentralized finance (DeFi) and
decentralized sequencing. These applications emphasize the impor-
tance of ordering at much finer granularity, such as the relative
ordering of two adjacent transactions within a block. Minor alter-
ations in transaction order by a malicious actor within a blockchain
system have been shown to significantly benefit the perpetrators.
One notable form of attack is frontrunning [17, 18, 44], where a
perpetrator receives a transaction (which becomes the target of the
attack) from a user, quickly creates a frontrunning transaction based
on the target transaction, and places it before the target transaction.
Studies have documented that frontrunning attacks have been used
to gain significant economic benefits in blockchains [39, 40, 44].

A key property for mitigating frontrunning attacks is the first-
come-first-served (FCFS) ordering policy for user transactions. This
ensures that a frontrunning transaction generated after a target
transaction cannot be possibly processed earlier. For blockchain
systems, FCFS ordering is desired in a decentralized manner, where
multiple nodes independently order received transactions and then
agree on the final order. This prevents any single node from manip-
ulating the transaction sequence for its benefit. Decentralized FCFS
ordering has been widely studied in recent years [1, 7, 13, 16, 26–
28, 32, 33, 36, 50, 52]. Among them, Kelkar et al. [27] introduced
the first formal notion of fair ordering in a decentralized setting; i.e.,
guaranteeing that transaction 𝐴 is sequenced before transaction
𝐵 if the majority of nodes observe 𝐴 first [27]. Specifically, their
proposed batch-order fairness [27] ensures strong FCFS ordering,
except when a set of transactions form a Condorcet cycle [15], mak-
ing it infeasible for the majority to determine their order within
the cycle.
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While the concept of batch-order fairness is theoretically sound
and effective against frontrunning attacks, its initial design [27] is
too costly for practical use. A recent advancement, Themis [26], has
significantly improved the efficiency of batch-order fairness, mak-
ing it practical (hereafter referred to as the practical batch-order fair
system) for real-world applications, such as layer-2 rollups. Themis’
leader-based network design achieves quadratic message complex-
ity, making it the first decentralized fair ordering scheme suitable
for commercial applications with high throughput requirements.
Beyond performance, Themis [26] also provides a stronger liveness
guarantee than its predecessor [27] and offers a security guarantee
against frontrunning attacks when up to 𝑓 replicas are Byzantine
among a network of 𝑛 ≥ 4𝑓 + 1 replicas. This practical batch-order
fair system has been a key reference point (often as a boilerplate)
for many subsequent decentralized fair ordering systems; see how
SpeedyFair [36], Rashnu [1], Quick Order Fairness [13], and Aun-
cel [14] have improved upon Themis [26] (refer to Section 2.2 for
more details). Moreover, Themis had been considered as a potential
solution for the decentralized sequencing in major rollups, such as
Arbitrum [30], and oracle networks, such as Chainlink [24] (until
recently they decided to adopt hybrid sequencing models for better
revenue generation [8, 29]).

In this paper, we critically examine the state-of-the-art practical
batch-order fair system, focusing on the subtle trade-offs between
its frontrunning resistance and throughput performance. We first
present a new attack, which we name the Ambush attack, that
shows that even a single malicious replica can reliably achieve near
100% success in frontrunning any target transaction by simply sub-
mitting a few additional transactions before and after the target
transaction with carefully timed intervals for each replica. The pro-
posed attack demonstrates that the frontrunning resistance claim
of the practical batch-order fair system is flawed due to the artifacts
in the design of its current underlying network model. In particular,
we discover that the Ambush attack is highly effective because of
the optimized transaction information dissemination between repli-
cas, which is a key design choice for achieving high throughput
in the practical batch-order fair system. Without proper dissemi-
nation among replicas, an adversary can easily create information
asymmetry among them, enabling highly effective frontrunning
attacks.

To that end, we propose a simple, practical countermeasure that
nicely balances undesirable trade-offs between security and per-
formance in the practical batch-order fair system. The proposed
delayed gossiping mechanism probabilistically disseminates user
transactions among replicas, effectively reducing information asym-
metry and significantly reducing the effectiveness of the Ambush
attack while only incurring marginal message overhead. The key
to designing such a countermeasure is to understand how much
temporal information asymmetry is tolerable for the system to
prevent the Ambush attack successfully; that is, the system may
allow a certain level of information asymmetry while mitigating the
majority of frontrunning attacks. To break information asymmetry
among replicas with some delays, the system groups information
dissemination, thus maintaining the network performance. Our pro-
posed delayed gossiping mechanism is shown to achieve a sweet
spot per-transaction delay for gossiping that achieves the desired
balance. The scheme is not only easy to implement but also simple

to operate as well because it is tuned by two security parameters,
gossip probability 𝑝 and group size 𝑠 , which can be dynamically
adjusted based on the system’s security requirements, network
conditions, and performance constraints.

Beyond the specific frontrunning strategies and corresponding
countermeasures, our work offers a valuable lesson for designing
decentralized fair ordering systems. Particularly, it underscores the
importance of understanding how nuanced network design choices
can influence critical security properties in distributed algorithms
for blockchain systems.

In this paper, we make the following contributions:
• Wepresent a new frontrunning attack, named the Ambush attack,
against the state-of-the-art practical batch-order fair system,
demonstrating near 100% success in various practical scenarios
(Section 4 and 5).

• We investigate the root cause of the discovered vulnerability,
which resides in the subtle network protocol design of the target
system. We provide empirical evidence of the resulting trade-
off, highlighting the challenge of achieving both security and
performance in practice (Section 6).

• We propose a practical countermeasure, the delayed gossiping
mechanism, which nicely balances with the trade-offs by mitigat-
ing the Ambush attack effectively while keeping the performance
degradation minimal (Section 7).

2 Background

We provide background on several important notions, starting from
frontrunning attacks to fair ordering in blockchain systems.

2.1 Frontrunning Attacks

Frontrunning [17, 18, 39, 40, 44] is a widely studied attack technique
often used in maximal extractable value (MEV) attacks [17, 20, 21,
39, 40, 46, 54]. It is a transaction reordering attack that exploits
the (partial) knowledge of a victim’s transaction to execute a trade
ahead of it. In decentralized exchanges (DEXes), where trades are ex-
ecuted against liquidity pools, frontrunners can generate significant
profits by exploiting price movements caused by the victim’s trade.
By executing their own trade before the victim’s, frontrunners can
either push prices unfavorably for the victim or profit from the
price changes triggered by the victim’s trade. Several measurement
studies have independently identified thousands of frontrunning
attacks in the wild over different periods; e.g., McLaughlin et al.
found 63,257 frontrunning incidents (about 5.2 billion USD) over
29 months [35], Torres et al. found 199,725 incidents (about 18.4
million USD) over 64 months [44], and Qin et al. found 750,529
incidents (174.3 million USD) over 32 months [40].

In sandwich attacks, frontrunning is combined with backrun-
ning (i.e., executing a trade after the victim’s transaction) to further
exploit price discrepancies caused by the victim’s trade. For ex-
ample, McLaughlin et al. [35] present one simple sandwich attack,
where an attacker initially buys 38,122 DAI with 298,613 HOPR
on Uniswap v3 before the victim buying 63,139 DAI with 500,000
HOPR, and subsequently sells all 38,122 DAI for 300,868 HOPR
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afterwards, earning a profit of $59. In this paper, we focus exclu-
sively on frontrunning attacks, as backrunning is generally easier
(or trivial in some cases) compared to frontrunning.

2.2 Fair Ordering

To mitigate frontrunning attacks (or order manipulation more
broadly) by malicious operators, numerous studies have been con-
ducted under the umbrella of fair ordering. While the precise def-
inition of fair ordering varies depending on the system design
and requirements, the shared objective is to approximate a first-
come-first-served (FCFS) transaction order. In essence, transactions
generated earlier should be ordered before those generated later.

One approach to achieving fair ordering is to conceal transac-
tions from the system until a certain point in time when their order
is finalized and confirmed [11, 12, 43]. However, this approach
requires additional cryptographic operations and key exchanges,
which can slow down transaction processing [22]. A related ap-
proach is to conduct sequencing operations in a trusted execu-
tion environment (TEE) [10, 38, 51] to prevent manipulation. How-
ever, this approach relies on trusted hardware at the blockchain
nodes and imposes additional costs for user-initiated remote attes-
tation [22].
Decentralized FCFS ordering. A promising alternative, which
we focus on in this work, is the use of a decentralized committee of
replicas to order transactions in a first-come-first-served manner.
With the threat model of certain number of Byzantine replicas
within the committee, this approach ensures that no single or a few
replicas can manipulate the order of transactions. Several recent
studies [1, 7, 13, 16, 26–28, 32, 33, 36, 41, 50, 52] have explored
ordering systems for decentralized committees. As there exist no
reliable way to measure the exact time of transaction generation,
these systems rely on the receive time of transactions at each replica
to order them, which is called receive-order fairness. How each
system records and reports the receive times of transactions, and
reaches consensus on the final order, may vary across different
systems. For a comprehensive overview, refer to Baum et al. [9]
and Heimbach et al. [22].
Batch-order fair systems. The first formal approach to fair or-
dering was proposed by Kelkar et al. [27], who reviewed various
notions of fairness, including send-order fairness and receive-order
fairness, and discussed their limitations. Notably, they identified
that receive-order fairness is infeasible to achieve in real-world set-
ting due to the Condorcet paradox [15]. This paradox occurs when
a cycle exists in pairwise ordering. For instance, if three replicas
report receiving transactions 𝑡𝐴 , 𝑡𝐵 , 𝑡𝐶 in the order 𝑡𝐴 → 𝑡𝐵 → 𝑡𝐶 ,
𝑡𝐵 → 𝑡𝐶 → 𝑡𝐴 , and 𝑡𝐶 → 𝑡𝐴 → 𝑡𝐵 , respectively, a Condorcet cycle
(𝑡𝐴 → 𝑡𝐵 → 𝑡𝐶 → 𝑡𝐴) is formed, making receive-order fairness
unattainable.

Acknowledging the Condorcet paradox, Kelkar et al. [27] pro-
posed the concept of 𝛾-batch-order fairness, which ensures that if a
𝛾-fraction of replicas agree on the order of two transactions, those
transactions are ordered accordingly. The protocol ensures that
any two transactions are ordered based on the 𝛾-majority agree-
ment of replicas, except for transactions within a batch, which may
not be ordered fairly. This original protocol also guarantees weak-
liveness and safety within a permissioned committee containing

at most 𝑓 faulty replicas in a network of 𝑛 ≥ 4𝑓 + 1. However, its
reliance on broadcast communication among all replicas, using the
first-come-first-served broadcast primitive (FCFS-BC) [23], makes
it impractical for real-world high-throughput applications.

The original batch-order fairness protocol [27] was enhanced
in subsequent work, Themis [26], to make it more practical for
high-throughput blockchain applications. Themis employs a leader-
based consensus protocol, such as HotStuff [48], to achieve the same
𝛾-batch-order fairness guarantees but with a more efficient commu-
nication model. Specifically, replicas independently observe user
transactions (without broadcasting them) and report their observa-
tions to a leader, which aggregates the reports and proposes a final
transaction order. This design reduces the communication complex-
ity to 𝑂 (𝑛2), compared to the original protocol’s 𝑂 (𝑛3), where 𝑛 is
the number of replicas. With this improved communication com-
plexity, Themis [26] can handle over a thousand transactions per
second, making it the first practical batch-order fairness protocol.

Themis [26] (or the broader concept of batch-order fairness [27])
has inspired numerous recent academic works as a key reference
point and benchmark for fair ordering in blockchain systems. For
instance, SpeedyFair [36] refines Themis by introducing improved
pipelining for sequencing and consensus; Rashnu [1] enhances
performance by grouping and ordering transactions that access
the same data objects; and Quick Order Fairness [13] relaxes the
assumption and tolerates up to 𝑓 faulty replicas with 𝑛 ≥ 3𝑓 + 1.
Another recent fair ordering system, Auncel [14], modifies batch-
order fairness by ordering transactions based on per-transaction
weights, thereby improving performance without sacrificing the
fairness. Evidently, examining the trade-offs between security and
performance in Themis remains a critical area of investigation.

While Themis is layer-agnostic (i.e., applicable to both layer-1
and layer-2 systems with minimal design changes, as noted in its
original publications [26]), beyond academia, Themis has notably
been considered a primary decentralized sequencing solution in
major layer-2 rollup projects, such as Arbitrum [19], and orcale
networks, such as Chainlink [24]. Early designs of these projects
rely on centralized system models, as opposed to the heavily de-
centralized network structure in layer-1 systems [31, 53]. Their
paramount interest has been decentralizing their currently central-
ized sequencers to resist frontrunning attacks by system operators.
Recently, these projects have adopted hybrid sequencing models
(e.g., [8, 29]) for their upcoming decentralized sequencing; e.g.,
Timeboost [29] in Arbitrum allows certain user transactions to be
processed earlier through an “express lane” in exchange for pay-
ment to the operators. While operating such a hybrid FCFS model is
sensible in a highly competitive market, Themis (and its successor
projects) remains a reference system for pure FCFS ordering in
many real-world blockchain systems (e.g. [3]).

3 System and Threat Models

Let us first summarize the system model that specifies the practical
batch-order fair system we consider in this work and define the
threat model of the presented frontrunning attacks.
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Figure 1: State-of-the-art practical batch-order fair system

model [26]

3.1 System Model

The practical batch-order fair system we consider in this work takes
user transactions by direct submission to a set of 𝑛 replicas and the
leader replica outputs a final sequence of transactions for the time
epoch. We reference this common system model from Themis [26],
which has inspired many other fair-ordering systems, e.g., Speedy-
Fair [36], Rashnu [1], Quick Order Fairness [13], and Auncel [14].
Figure 1 illustrates this system model.
Broadcast-submission model. A key network design feature
found in all practical batch-order fair systems [1, 14, 26, 36] is
the broadcast-submission model. In this model, users are required
to submit their transactions directly to all replicas in the system,
as opposed to the more common gossip-based mempool model
employed by many layer-1 blockchain systems. In the gossip-based
mempool approach, user transactions are initially submitted to at
least one replica and then propagated to other replicas through
gossiping.

The broadcast-submission model is specifically designed to en-
sure fair ordering by allowing each replica to independently observe
the transaction order without being influenced by other potentially
dishonest replicas. In contrast, if replicas rely on gossiping to share
transactions (not directly from users), the observed transaction or-
der at one replica could be manipulated by others; e.g., by arbitrarily
delaying the propagation of certain user transactions.

Furthermore, gossip-based propagation introduces significant
delays, as transactions may need to travel through multiple hops
among replicas. This results in highly varying transaction receive
times across replicas in an uncontrollable manner, potentially un-
dermining fair ordering. The issue becomes particularly severe in
high-throughput systems, where the time gap between consecu-
tive transactions can be much smaller than the propagation delays
introduced by gossiping.

The operation of the broadcast-submission model is straight-
forward: each user submits a new transaction to all replicas in
the system, and each replica observes the transaction receive time
independently; as seen in Figure 1. With this receive time, an ob-
servation of the transaction order that is free from other replicas’
influence, each replica can build a local sequence of transactions
(e.g., 𝑆𝑖 ’s in the figure), enabling fair and consistent ordering across
the system.
Local sequence. Each replica can generate its own sequence of
transactions in the order it receives them directly from the users and
can report to the leader. When there exist total𝑀 transactions sub-
mitted during an epoch,𝑇 = {𝑡1, 𝑡2, . . . , 𝑡𝑀 }, each replica reports its
received sequence of transactions, a permutation 𝑆𝑖 ∈ Perm(𝑇 ). Fig-
ure 1 shows that each non-leader replica reports its local sequence
𝑆𝑖 directly to the leader.
Fair ordering for batch-order fairness. The leader replica makes
the final output fin_seq of transactions in the epoch by evalu-
ating FairOrdering(𝑆1, · · · , 𝑆𝑛), which is a deterministic func-
tion that takes the local sequences. The fair-ordering function
FairOrdering() is the core of the state-of-the-art fair-ordering sys-
tems [26, 27, 36] and we follow their common specification and im-
plementation in this work. As shown in Figure 1, FairOrdering()
guarantees the fair ordering between transactions and some batches
of transactions; see the batch-ordered output in the figure. The
batch-order fairness guarantee ensures that two transactions con-
nected through an arrow (e.g., 𝑡𝑥 → 𝑡𝑦 ) in the batch-ordered output
reflect that the pairwise ordering observed by the majority of repli-
cas. When fair ordering is impossible among a set of transactions
(e.g., 𝑡𝑎 , 𝑡𝑏 , and 𝑡𝑐 form a Condorcet cycle), the system batches them
and completes the fair ordering with other transactions.
Sequence finalization via batch unspooling.While the batch-
ordered output faithfully reflects the pairwise ordering by the ma-
jority, it may not yet be finalized when it contains one or more
cycles in it. For finalization, Themis [26] and other systems [27, 36]
unspool the Condorcet cycle and conclude the order of transactions
within each batch, thereby producing the final sequence fin_seq.
The unspooling algorithm may vary among different fair-ordering
systems, but three important criteria are that (1) the algorithm is
deterministic and verifiable by other replicas, (2) the unspooled se-
quence reflects the pairwise orderings of two adjacent transactions
by the majority of the replicas, and (3) the algorithm is efficient to
run with a large number (e.g., thousands or more) of transactions
in a batch. Satisfying the above criteria, Themis [26] uses a deter-
ministic algorithm that first searches for a Hamiltonian cycle in the
given batch and only then outputs one Hamiltonian path by rotat-
ing the cycle, producing a single ordering of batched transactions.
Appendix C provides additional details about this deterministic
algorithm.

3.2 Threat Model

We consider a frontrunning attack scenario against a practical batch-
order fair system that tolerates up to 𝑓 Byzantine replicas. We
assume that at least one of these Byzantine replicas attempts to
frontrun a specific target transaction. This reflects a practical sce-
nario in blockchain systems, where a system operator or validator
(or multiple) attempts to manipulate transaction ordering to their

921



On Frontrunning Risks in Batch-Order Fair Systems for Blockchains CCS ’25, October 13–17, 2025, Taipei, Taiwan

(a) Transaction receive times 

at each replica

(b) Condorcet cycle and 

possible paths 

R5

R4

R3

R2

R1
manipulated to (𝑡𝐹  𝑡𝑎  𝑡∗)

𝑡𝑎

𝑡𝑎

𝑡𝑎

𝑡𝑎

𝑡∗

𝑡∗

𝑡∗

𝑡∗

𝑡𝐹

𝑡𝐹

𝑡𝐹

𝑡𝐹

ambush

ambush

time

𝑡𝑎

𝑡𝐹 𝑡∗

Path 1: 𝑡𝑎 𝑡∗ 𝑡𝐹: Fail

Path 2: 𝑡𝐹 𝑡𝑎 𝑡∗: Success

Path 3: 𝑡∗ 𝑡𝐹 𝑡𝑎: Fail

front-
running tx target tx

ambush tx

Figure 2: A toy example of the Ambush attack.

advantage; e.g., a malicious sequencer node (among a committee
of decentralized sequencers) of a layer-2 rollup chain may seek to
frontrun another transaction.

For simplicity, we assume throughout this paper that only a sin-
gle adversary replica (i.e., one of the 𝑓 Byzantine replicas) attempts
to frontrun, unless otherwise specified. Frontrunning attacks in-
volving multiple (up to 𝑓 ) colluding replicas are also possible, as
discussed further in Section 7.1

The goal of the attack is to frontrun a target transaction; that
is, an adversary creates a new transaction, called the frontrunning
transaction, after observing the target transaction, and ensuring
that the frontrunning transaction is placed before the target in the
final sequence.

The adversary has full control over its own replica: it can mon-
itor its own transaction queue and observe the transactions sub-
mitted by other users. The adversary can also create and control
one or more user accounts in the system to submit some adversary-
generated user transactions to the non-adversary replicas. The
adversary-generated transactions include the frontrunning trans-
action and some auxiliary transactions that are used to enable
frontrunning and enhance it. We assume that the adversary is able
to pay a small operational cost for creating and submitting auxiliary
transactions, which can be refunded if the attack is aborted in the
middle; see more details in Section 8.1.

The adversary replica does not have any special privileges in
the system. It cannot control or learn the transaction queues of
other replicas, and it cannot manipulate or predict the behavior
of other replicas. The adversary also does not have any special
network privileges. It cannot manipulate the network latency of
other replicas (e.g., delaying reception of a user transaction at other
replicas), and it cannot predict the network latency between the
replicas. It also does not have exclusive, faster communication
channels than other replicas or users.

4 Frontrunning Vulnerability

This section introduces a new frontrunning attack, which we call
the Ambush attack, against the practical batch-order fair system,
Themis [26]. We focus on the attack’s high-level intuition and
feasibility in this section.

4.1 A Toy Example of the Ambush Attack

We overview the high-level idea of the Ambush attack with a toy
example of a frontrunning attack in Figure 2, which we will use
1Multiple concurrent frontrunning attack campaigns fall outside our main threat
model; see additional discussion in Appendix B.

as a running example throughout the paper. In this example, the
adversary controls Replica 1 among the total 𝑛 = 5 replicas in
the system. Figure 2(a) visualizes how the transactions 𝑡∗, 𝑡𝐹 , and
𝑡𝑎 are received at each replica. The adversary wishes to frontrun
a target transaction 𝑡∗ submitted by a regular user with his/her
frontrunning transaction 𝑡𝐹 . For simplicity, we assume for now
that there exist only three transactions in the epoch: 𝑡∗, 𝑡𝐹 , and 𝑡𝑎 ,
but no other transactions from benign users; see Section 5.3 where
we discuss and evaluate the cases with thousands of benign user
transactions.

The adversary first creates a transaction 𝑡𝑎 even before observing
the target transaction 𝑡∗ and submits it to Replica 2 and Replica 3,
which we say the adversary ambushes the transaction 𝑡𝑎 to these
replicas. When the target transaction 𝑡∗ appears in the system, all
the replicas receive the target transaction 𝑡∗ roughly at the same
time because of the broadcast-submission model. This triggers the
adversary to create and submit the frontrunning transaction 𝑡𝐹 to
all the replicas. Moreover, the adversary submits the transaction
𝑡𝑎 , which was ambushed earlier to Replica 2 and Replica 3, now to
Replica 4 and Replica 5, achieving the broadcast submission of 𝑡𝑎
but with some time delay. At the end of the epoch, all replicas report
their transaction sequences in the order they received them to the
leader. Replica 1 also reports its transaction sequence to the leader
(whose identity is out of interest here) in the following order: (𝑡𝐹 ,
𝑡𝑎 , 𝑡∗), which is a lie made by the adversary who controls Replica 1.

Figure 2(b) shows how the three transactions are interpreted
by the leader replica. Following the state-of-the-art batched fair-
ordering algorithms, the leader replica constructs a Condorcet cycle:
𝑡∗ → 𝑡𝐹 → 𝑡𝑎 → 𝑡∗. Unspooling this cycle, three orderings are
possible: 𝑡𝑎 → 𝑡∗ → 𝑡𝐹 , 𝑡𝐹 → 𝑡𝑎 → 𝑡∗, and 𝑡∗ → 𝑡𝐹 → 𝑡𝑎 . When
any of these orderings can be chosen by the leader replica, the
adversary successfully frontruns the target transaction 𝑡∗ with 𝑡𝐹

only if the second ordering is chosen. The attack fails otherwise.
Observing this simplified example, one might conclude that such
attacks could easily be mitigated by performing a simple majority
vote on the popular path (e.g., eliminating the possibility of selecting
path 2); however, in scenarios involving more transactions than
this toy example, such straightforward voting is not feasible.
Root cause: temporary information asymmetry. The Ambush
attack exploits the temporary information asymmetry between
two groups of non-overlapping replicas. One group learns about
the ambush transaction 𝑡𝑎 before observing the target transaction
𝑡∗, while the other group learns about it after observing 𝑡∗. This
information asymmetry allows the adversary to create a Condorcet
cyclewith the target transaction 𝑡∗ and the frontrunning transaction
𝑡𝐹 . This information discrepancy is only temporary because all
replicas eventually learn about all transactions before an epoch
ends, but it is sufficient for the adversary to conduct a successful
frontrunning attack. We keep the discussion of the root cause of the
attack in this section brief (to rather focus on the high-level intuition
of the Ambush attack) and provide a more detailed explanation in
Section 6.

Note that, however, the possibility of causing such information
asymmetry is not a flaw in the batch-order fairness definition [26,
27]; instead, it is due to the artifact of the optimized network model,
which has been introduced to improve the system’s performance
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and scalability. In this regard, the proof of the impossibility of
frontrunning attacks in Themis [26] (see Section 6.4 in [26] and
Lemma C.2 in the extended version [25]) is based on the assumption
that all replicas receive user transactions roughly at the same time,
which turns out to be violated in the Ambush attack.

4.2 Challenges in Practical Attacks

As we saw in the toy example, the adversary needs to send some
transactions (e.g., 𝑡𝐹 and 𝑡𝑎) to other replicas before and after ob-
serving the target transaction to successfully frontrun it. However,
in practical fair-ordering systems, benign users submit their trans-
actions to the replicas in the same epoch and thus the adversary
may not expect the exact desired transaction sequences illustrated
in Figure 2(a). This raises a key question: how can we design effective
frontrunning attacks that function reliably in practical settings where
numerous benign user transactions coexist within the same epoch?
Our approach: Attack as a Template. Our solution for executing
the Ambush attack in practical settings is to design the attack
as a transaction template. Specifically, the adversary prepares a
small set of adversary-generated transactions and a single potential
target transaction, which constitute the elements in the transaction
template, and submits them to the system at pre-determined times,
disregarding the presence of other user transactions appearing in the
same epoch. This approach greatly simplifies the attack’s design and
execution, as the adversary can proceed the prepared transactions
according to the template as though no other user transactions exist
in the same epoch.

This rather care-free execution of the attack is possible because
the adversary can simulate the attack in advance with various trans-
action templates with arbitrary user transactions and varying envi-
ronments to precompute the expected success rates of the attack. By
testing multiple transaction templates, the adversary can identify
the one that maximizes the average attack success rate. Using this
optimized template, the adversary can then submit transactions
accordingly and achieve favorable success rates in practice.

While the template-based approach simplifies the attack’s exe-
cution, two critical questions remain:
• Question 1: How to guarantee the trapping of a target transaction
with the transaction templates? In other words, how to design the
transaction templates that always include the target transaction
in the same cycle as the frontrunning transaction, even when
many user transactions exist in the same epoch? This is a crucial
question to answer to make the Ambush attack work in the first
place. In fact, it is a relatively easier question to answer.

Lemma 1 (Sufficient Condition for Trapping a Target
Transaction). A target transaction 𝑡∗ is always enclosed in a
Condorcet cycle with the frontrunning transaction 𝑡𝐹 if the ad-
versary submits the ambush transaction 𝑡𝑎 to a half of the non-
adversary replicas before observing 𝑡∗ and submits it to the remain-
ing replicas after observing 𝑡∗ and broadcasting 𝑡𝐹 .

Proof. Recall the three-transaction example in Figure 2. We
can see that the submission of these two adversary-generated
transactions (𝑡𝑎 and 𝑡𝐹 ) according to the plan in Figure 2(a)
successfully creates a Condorcet cycle with 𝑡∗ and 𝑡𝐹 . Then, no
matter how many user transactions are inserted between these

three transactions, as long as their relative orders are preserved
at each replica, the three conflicting pairwise orderings between
𝑡∗, 𝑡𝐹 , and 𝑡𝑎 are preserved. Thus, a Condorcet cycle is always
created among 𝑡∗ and 𝑡𝐹 with the minimal size of three (see
Figure 2(b)) or larger when some user transactions join the cycle.

□

• Question 2: How to optimize the attack success rate with the
transaction templates? Now that we know how to guarantee the
trapping of a target transaction with the transaction templates,
the next question is how to design the transaction templates
that maximize the attack success rate. Our toy example in Fig-
ure 2 demonstrates only one out of three possible paths yield
successful frontrunning but this should be improved in practice
when many user transactions exist in the same epoch. This is
a challenging question that deserves a detailed discussion in
Section 5.1 and Section 5.2.

4.3 Walking Through End-to-End Attack Steps

We begin by walking through the end-to-end attack steps from
the adversary’s perspective. The very first step is to select a tar-
get system (e.g., a rollup chain, a sequencing service, or a layer-1
blockchain) that accepts transactions from users and offer some
financial services. In this paper, we consider any target system that
uses a batch-order fair system, such as Themis [26], as a target for
the Ambush attack.
Reconnaissance: Select a target system. After selecting the tar-
get system and learning its system parameters (e.g., the number of
replicas, the unspooling algorithm, and the epoch timing and dura-
tion), the adversary establishes criteria for the target transaction 𝑡∗;
e.g., a swap transaction involving huge trade volume, a liquidation
transaction, or any other transaction that the adversary wants to
frontrun. The specific criteria used for selecting the target transac-
tion are not the focus of this work and are left to the adversary’s
discretion. Readers interested in additional examples of transaction
selection criteria can refer to recent studies such as [35, 40, 44].

The Ambush adversary can now proceed with the attack by
following the steps illustrated in Figure 3: offline preparation, Step
1 (ambush some transactions), Step 2 (trap the target transaction),
and the end of attack (wait for finalization).
Offline preparation: Create a transaction template. Our Am-
bush adversary creates a transaction template tailored to the target
fair-ordering system, especially considering its unspooling algo-
rithm, and the number of replicas. Let us define the terms related
to the transaction template. 𝑇 is the set of transactions used in
the transaction template; e.g., 𝑇 = {𝑡𝑎, 𝑡𝐹 , 𝑡∗} in the toy exam-
ple. A transaction template Ŝ is a set of transaction sequences,
Ŝ = {𝑆1, . . . , 𝑆𝑛} , where each sequence 𝑆𝑖 is a permutation of 𝑇 ;
i.e., 𝑆𝑖 ∈ Perm(𝑇 ). Figure 3 shows an example of the transaction
template Ŝ from the toy example. Note that the adversary generates
all transactions in 𝑇 , except for the target transaction 𝑡∗, which is
submitted by any benign user.
Step 1: Ambush some transactions in advance. With the trans-
action template Ŝ prepared, the Ambush adversary submits some
transactions (or ambush transactions) at the beginning of a new

923



On Frontrunning Risks in Batch-Order Fair Systems for Blockchains CCS ’25, October 13–17, 2025, Taipei, Taiwan

Offline preparation. 
Create transaction template

Step 1. 
Ambush transactions

Step 2. 
Trap target transaction

End of attack. 
Wait for finalization

Compute tx template
!𝑆 = { !𝑆!, !𝑆", !𝑆#, !𝑆$, !𝑆%}
!𝑆! = (𝑡& , 𝑡' , 𝑡∗)
!𝑆" = (𝑡' , 𝑡∗, 𝑡&)
!𝑆# = (𝑡' , 𝑡∗, 𝑡&)
!𝑆$ = (𝑡∗, 𝑡& , 𝑡')
!𝑆% = (𝑡∗, 𝑡& , 𝑡')

Between
Step 1 and 2

𝑀𝐸𝑉(𝑡∗) > 𝑡ℎ𝑟𝑒𝑠ℎ𝑜𝑙𝑑

Yes à proceed to Step 2
No à do nothing 

ambush to 
R2 and R3

fair ordering

fin_seq= (𝑡𝑥, … , 𝑡& , … , 𝑡∗, … , 𝑡𝑧)

Successful 
frontrunning!

epoch begins epoch ends

R1 R2 R3 R4 R5

R1 R2 R3 R4 R5

𝑡'
tx

other users

R1 R2 R3 R4 R5

𝑡∗
ty

other userstarget tx appears ambush to 
R4 and R5

R1 R2 R3 R4 R5

𝑡& 𝑡'

tz
other users

frontrun
R1 R2 R3 R4 R5

𝑆!, 𝑆", 𝑆#, 𝑆$, 𝑆%

Figure 3: The Ambush attack steps.

epoch. In the example in Figure 3, the adversary uses a user ac-
count under her control to submit the transaction 𝑡𝑎 to Replica 2
and Replica 3 before the target transaction 𝑡∗ is submitted. The
adversary is advised to submit ambush transactions as early in the
epoch as possible to maximize the chance that they are received by
the replicas before 𝑡∗, whose submission time is not known in ad-
vance. Notice that other users may also be submitting transactions
to the replicas during this period.
Between Step 1 and Step 2. The adversary then waits for the
target transaction 𝑡∗ to be submitted by a benign user. If such a
target transaction 𝑡∗ meeting the adversary’s criteria (e.g., a large
MEV transaction, a liquidation transaction) is observed during the
epoch, the adversary decides to proceed to Step 2. Otherwise, the
adversary can abort the attack by refraining from submitting the
remaining transactions in the transaction template Ŝ. Figure 3
illustrates this interim period. In the case of an attack abortion, the
adversary is refunded the cost of creating the ambush transactions;
see Section 8.1 for more details.
Step 2: Trap the target transaction. The adversary now uses
another controlled user account to submit the remaining transac-
tions from the transaction template Ŝ to the appropriate replicas.
In Figure 3, the adversary submits the frontrunning transaction 𝑡𝐹

to all replicas and sends the ambush transaction 𝑡𝑎 to Replica 4 and
Replica 5. When submitting multiple transactions to a replica, the
adversary must ensure that they are submitted in the exact order
specified by the template and before the current epoch ends.
End of attack: Wait for finalization. The adversary then waits
for the epoch’s final sequence (fin_seq). If 𝑡𝐹 appears before 𝑡∗
in the final sequence, the adversary has successfully frontrun the
target transaction 𝑡∗. Otherwise, the attack fails.
Monetization and post-mortemanalysis.After viewing the final
sequence, the adversary completes the monetization and analyzes
the attack results. If the frontrunning is successful, the adversary
may proceed with further steps to complete the MEV exploitation;
for example, submitting a backrunning transaction to carry out a
full sandwich attack. Once the attack is concluded, the adversary
can evaluate the overall effectiveness of the campaign by comparing
the direct profit (e.g., from arbitrage or liquidation) with the cost
of the attack (e.g., creating and submitting ambush transactions);
refer to Section 8.1 for further discussion of attack cost and profit.

5 Comprehensive Evaluation of the Ambush

Attacks

This section provides the intuitions for offline template optimiza-
tion and the unknown factors that can be tested during the offline
optimization. We then comprehensively evaluate the optimized
attacks under various realistic settings.

5.1 Intuitions for Possible Optimization

Let us first offer some high-level intuitions of why the transaction
templates can be optimized to achieve higher success rates in the
frontrunning attack. We provide two different intuitions: (1) the
graph structure, and (2) the number of transactions in a cycle.

Figure 4: Two cycles with different edge directions resulting

in different success rates of frontrunning.

Intuition 1: Edge directions matter. The first reason is that the
edge directions in the graph can create more favorable conditions
for frontrunning during the unspooling process. Let us look at the
two examples Condorcet cycles in Figure 4. The first graph, Fig-
ure 4(a), shows a frontrunning favorable graph. This is because if
the unspooling algorithm that looks for a Hamiltonian path selects
𝑡𝐹 or 𝑡𝑏 as the starting vertex, 𝑡𝐹 always precedes 𝑡∗, thus lead-
ing to a successful frontrunning; see possible permutation of the
Hamiltonian cycle in Figure 4(a). In contrast, the second graph, Fig-
ure 4(b), shows a less favorable graph for frontrunning because the
frontrunning is only possible if 𝑡𝐹 is the starting vertex. This simple
example shows that the edge directions in the graph of a Condorcet
cycle can significantly affect the success rate of the frontrunning
attack.
Intuition 2: Larger cycles might help. Another dimension to in-
crease the attack success rate is to addmore transactions into a cycle.
The edges of the added transactions should be carefully designed
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Path 1: 𝑡𝐹 → 𝑡𝑎 → 𝑡∗ → 𝑡𝑏 → 𝑡𝑏′
→ 𝑡𝑏′′

→ ⋯ : Success

Path 2: 𝑡𝑏 → 𝑡𝑏′
→ 𝑡𝑏′′

→ ⋯ → 𝑡𝐹 → 𝑡𝑎 → 𝑡∗ : Success

Path 3: 𝑡𝑏′
→ 𝑡𝑏′′

→ ⋯ → 𝑡𝐹 → 𝑡𝑎 → 𝑡∗ → 𝑡𝑏 : Success

Path 4: 𝑡𝑏′′
→ ⋯ → 𝑡𝐹 → 𝑡𝑎 → 𝑡∗ → 𝑡𝑏 → 𝑡𝑏′

 : Success

Path 𝑥: 𝑡𝑎 → 𝑡∗ → 𝑡𝑏 → 𝑡𝑏′
→ 𝑡𝑏′′

→ ⋯ → 𝑡𝐹 : Fail

Path 𝑦: 𝑡∗ → 𝑡𝑏 → 𝑡𝑏′
→ 𝑡𝑏′′

→ ⋯ → 𝑡𝐹 → 𝑡𝑎 : Fail

…

𝑡∗𝑡𝐹

𝑡𝑎 𝑡𝑏

𝑡𝑏′

𝑡𝑏′′

…

Hamiltonian cycle

Figure 5: Adding more transactions with careful edge direc-

tions can increase the success rate of frontrunning.

so that Hamiltonian paths that include these transactions would
more likely traverse the frontrunning transaction before the target
transaction. Figure 5 shows an example of a Condorcet cycle that is
generated by adding more transactions to the cycle in Figure 4(a).
We illustrate 𝑡𝑏

′
and 𝑡𝑏

′′
as the added transactions for simplicity but

in practice, many more transactions can be added. When unspool-
ing the graph, the frontrunning transaction 𝑡𝐹 is more likely to
precede the target transaction 𝑡∗ because the Hamiltonian path that
traverses 𝑡𝑏

′
or 𝑡𝑏

′′
first must pass 𝑡𝐹 before reaching 𝑡∗. Therefore,

adding more such transactions to the cycle can potentially increase
the success rate of the frontrunning attack.

5.2 Offline Optimization

We now discuss how the adversary can optimize the transaction
templates offline to increase the success rate of the frontrunning
attack. This means that the adversary can pre-compute the trans-
action templates in advance and use them in the actual attack in
real-time. The crux of the idea is to test as many unknown factors
as possible in the offline phase with local simulations and then craft
the transaction templates that are most likely to succeed in the
actual attack.

We summarize three main types of unknown factors that can
be tested in the offline phase: (1) ordering of local sequences, (2)
quorum selection, and (3) background benign transactions. We
apply different testing strategies for each type of unknown factor.
Optimization 1: Pre-computation for ordering of local se-

quences. Let us first assume that there exists only one target trans-
action 𝑡∗ and adversary-submitted transactions in the epoch, for
simplicity. The leader replica after receiving all 𝑆𝑖 ’s runs
FairOrdering(S1, · · · , Sn) (see Figure 3), which is a deterministic
algorithm. The function FairOrdering(S1, · · · , Sn) is determinis-
tic and all 𝑆𝑖 ’s are known to the adversary (because he/she created
them); however, the adversary does not know the order of reception
of 𝑆𝑖 ’s by the leader replica because it is out of the adversary’s
control. The order of reception of 𝑆𝑖 ’s affects the final order of
transactions in the epoch as it is used as a part of the input to the
deterministic algorithm FairOrdering.

In order to compensate for the unknown order of reception of
𝑆𝑖 ’s, the adversary can simulate all possible scenarios of the order
of reception of 𝑆𝑖 ’s and simulate the unspooling process for each
scenario, thus creating one 𝑆 transaction template (or several ties)
that performs the best in the average case.
Optimization 2: Pre-computation for unknown quorum se-

lection. In the practical batch-order fair systems, the final sequence
is determined by the quorum of (𝑛 − 𝑓 ) local sequences, where 𝑓 is
the maximum number of faulty replicas. The adversary does not
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Figure 6: Attack success rates against Themis’ unspooling

algorithm for varying numbers of transactions in a template.

know in advance which (𝑛 − 𝑓 ) local sequences will be included
in the quorum. In the similar manner as the unknown order of
reception of 𝑆𝑖 ’s, the adversary can simulate all possible combi-
nations of the quorum of (𝑛 − 𝑓 ) local sequences to find the best
transaction template. Yet, there exists one additional complication:
the adversary must ensure that the target transaction 𝑡∗ and his/her
frontrunning transaction 𝑡𝐹 are trapped in the same Condorcet
cycle in all possible combinations of the quorum of (𝑛 − 𝑓 ) local
sequences. This requires the attacker to submit additional ambush
transactions to create a Condorcet cycle in all possible combina-
tions of the quorum. Due to the space limitation, we provide a more
detailed explanation in Appendix A.
Optimization 3: Pre-computation for background benign

transactions. In practice, there can be many benign transactions
in the epoch that are neither controlled nor known in advance by
the adversary. Since it is computationally infeasible to simulate
all possible cases involving background benign transactions, the
adversary can take a best-effort approach to find better transaction
templates. That is, the adversary can test a number of potentially
high-performing transaction templates by conducting several large-
scale simulations with different background benign transactions.
The adversary can then select the transaction template that per-
forms the best on average.

5.3 Evaluations with Optimized Templates

We evaluate the success rate of the frontrunning attack with the
transaction templates, that are optimized with Optimization 1, 2,

and 3.

5.3.1 Evaluating Ambush with No Benign Transactions. We apply
the Optimization 1 strategy to find the best transaction templates,
assuming that no benign transactions exist in the epoch. Since there
exists one target transaction 𝑡∗ and adversary-submitted transac-
tions in the epoch, we can simulate all possible scenarios of the
order of reception of 𝑆𝑖 ’s in a reasonable amount of time.

The evaluation setup is simple: we create a set of𝑚 transactions
that include the target transaction 𝑡∗, the frontrunning transaction
𝑡𝐹 , and𝑚 − 2 additional auxiliary transactions (some of which are
ambush transactions to create a Condorcet cycle). Then, we submit
the set of transactions to the unspooling algorithm of Themis [26]
(we use the open-source version [4]). This way, we can simulate
the unspooling process for all possible scenarios of the order of
reception of 𝑆𝑖 ’s against Themis.

Figure 6 shows the best average success rates of the optimized
transaction templates against Themis for varying numbers of trans-
actions𝑚. The success rate begins at 33.3% for𝑚 = 3 (as we saw in
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Figure 7: Example transaction template and the resulting

Condorcet cycle against Themis for𝑚 = 8.

the toy example in Figure 2) and keeps increasing as𝑚 increases,
until it reaches 99% for𝑚 = 8, where we stop the search. This result
confirms our Intuition 2 in Section 5.1 that the larger the template
size𝑚, the higher the chance of success in the frontrunning attack
can be expected. We also test the Ambush attack against unspooling
algorithms other than Themis, and we leave the detailed results in
the extended version [37] due to space limitations.

To better understand the high success rate of the optimized trans-
action templates, we present an example template and the resulting
Condorcet cycle against Themis for𝑚 = 8 in Figure 7. This figure
shows a slightly more complex example than our earlier toy exam-
ple. Note that we maintain the similar style and color scheme in
these figures to help readers understand the structure of the trans-
action templates and the resulting Condorcet cycles. Figure 7(a)
depicts one particular example of how an adversary that controls
Replica 1 submits transactions 𝑡𝑎 , 𝑡𝑏 , 𝑡𝑐 , 𝑡𝑑 , 𝑡𝑒 , and 𝑡𝑔 help create a
Condorcet cycle. When the transactions are received as shown in
Figure 7(a), the five local sequences shown in Figure 7(b) emerge, as
expected by the adversary. The local sequences shown in Figure 7
are equivalent to the adversary’s intended transaction templates
(because we assume no benign transactions at the moment). These
local sequences are sent to the leader node, where a Condorcet cycle
of size 8 is formed as shown in Figure 7(c). This cycle is unspooled
by the Themis algorithm, which finds the one and only Hamiltonian
cycle on the graph first, as shown as the shaded path in Figure 7(c).
The one and only Hamiltonian cycle can then be rotated to create a
Hamiltonian path (which becomes the final sequence fin_seq). We
find empirically that all paths on the cycle (except the ones starting
at 𝑡𝑎 and 𝑡∗) results in a 99% frontrunning attack success rate.

5.3.2 Evaluating Attacks with Many Benign Transactions. We now
apply Optimization 2 and 3 with the presence of many benign
transactions in the epoch. We consider realistic scenarios where 𝑛
replicas are distributed across the globe. We evaluated the attack
under both simulation and real-world settings. For simulations,
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Figure 8: Attack success rates for several best-performing

templates as the number of user transactions increases.

we utilize the WonderProxy dataset [47] that provides the round-
trip time (RTT) measurements between 250 globally distributed
servers with their city name tags. Additionally, we measure the
latency between servers in 21 different regions 1,500 times using
Amazon Web Services (AWS) EC2 instances. The average RTT
values for the two datasets are approximately 147.47 ms (standard
deviation: 90.84 ms) and 139.87 ms (standard deviation: 87.06 ms),
respectively. For the real-world deployment, we utilize 36 AWS
m5.xlarge EC2 instances in 29 regions to run users and replicas.
For both simulation and real-world deployment, all replicas and
users are distributed across different regions. Our simulation code
can be found at [5, 6] for reproducibility. We vary the number of
benign user transactions in each epoch (which lasts for 1 second
in all our simulations) from 0 to 1,500. These user transactions are
generated at random times following the Poisson process, with
the mean value adjusted to the total number of transactions in the
epoch.

Figure 8 shows how the adversary can select the best-performing
transaction templates in the presence of many benign user transac-
tions. In this example, the adversary chooses four best-performing
transaction templates from the previous optimization results. The
attack success rates are then evaluated against Themis by varying
the number of benign user transactions from 0 to 1,500. Note that
these chosen templates are optimized for both the order of local
sequences and the unknown quorum selection. The adversary can
select one template that outperforms the others at the expected
number of user transactions in the epoch.

Let us first present the most comprehensive evaluation results
of the Ambush attack in Figure 9, where we test the best templates
against Themis with three system sizes, 9, 21, and 101 replicas (for
real-world deployment, we only test with system sizes of 9 and
21 for practical reasons), to see whether the attack success rates
are affected by the system size. For each data point, we created
50 evaluation instances, using different geographic locations from
the dataset to simulate the users and the replicas at random. We
executed the FairOrdering algorithm with 1,000 distinct reception
orders of local sequences and 100 different quorum combinations
for each instance. For all these cases, the attack success rates are
calculated by counting the number of times frontrunning succeeded
in the resulting final sequences.

Figure 9(a), (b), and (c) show the simulation results with our own
AWS (time-varying) RTT measurements, the WonderProxy dataset,
and the real-world deployment, respectively. All three results show
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Figure 9: Comprehensive attack simulations and real-world experiment against Themis with varying network sizes.

similar trends and values, indicating that the simulations faithfully
reflect the real-world network latencies, and that the attack success
rates are not significantly affected by the network latencies. Also,
the attack success rates are not significantly affected by the system
size (i.e., 𝑛 = 9, 21, or 101), suggesting that the attack depends less
on the size of the system. Attack success rates against Themis are
around 80% to 90% when 0 user transactions are present, but they
increase to 90% to near 100% as the number of user transactions
goes beyond 500.
Why domore user transactions result in higher success rates?

It appears that increasing the number of user transactions helps
the attack against Themis. While this aligns with Intuition 2 in
Section 5.1 (i.e., more transactions in a cycle might help the attack),
the exact reason is more nuanced. Let us investigate more. The main
reason behind this improvement is that Themis constructs a Hamil-
tonian cycle first to find a Hamiltonian path later in the Condorcet
cycle. Typically, a Condorcet cycle may have many Hamiltonian
paths but only a few Hamiltonian cycles. The chosen transaction
templates against Themis typically lead to only one Hamiltonian
cycle in the Condorcet cycle so that the adversary can select a path
only from the cycle. This two-step approach taken by Themis is a
critical design choice that greatly simplifies the Hamiltonian path
search problem, making Themis scalable to thousands of transac-
tions per epoch. When there exists one Hamiltonian cycle in the
Condorcet cycle, a user transaction added to the Condorcet cycle is
much more likely to extend the existing Hamiltonian cycle rather
than creating a new Hamiltonian cycle that degrades the attack;
see more discussion in the extended version [37].
Distance between frontrunning and target transactions. A
frontrunning attack is considered successful if the frontrunning
transaction is placed before the target in the final sequence. This
holds true in many frontrunning attacks; for example, the profits of
frontrunning liquidations are unaffected by the distance, since the
adversary profits simply by placing the frontrunning transaction
ahead of the target. Yet, sandwich attacks’ profits may be influenced
slightly by this distance (as discussed by Qin et al. [40]), since the
asset token price could fluctuate due to intervening transactions.
In our analysis of final sequences with 1,000 benign transactions
inserted, we observe approximately 400 transactions, on average,
positioned between the frontrunning and target transactions.

6 Undesirable Trade-offs

Understanding the effectiveness of the Ambush attack, this sec-
tion concerns the trade-offs between security and performance
in the practical batch-order fair systems [26]. We first extend our

discussion on the root cause of the vulnerability we had briefly in
Section 4.1 and discuss ways to remove the root cause. We then
provide empirical evidence that shows the undesirable trade-offs
around frontrunning attacks.

6.1 Root Cause Analysis

As we briefly discussed earlier in Section 4.1, the root cause of
the presented frontrunning vulnerability lies in a specific condi-
tion called temporary information asymmetry between two non-
overlapping sets of replicas. Information asymmetry is, to some
extent, an inherent characteristic of any distributed system. When
new information is generated and disseminated, there is inevitably
a delay before all replicas receive it. During this delay, information
asymmetry arises temporarily, as some replicas gain access to the
new information earlier than others.

In the context of our Ambush attack, we are particularly con-
cerned with cases where this information asymmetry persists for
a sufficiently long duration. Specifically, a distributed system is
said to exhibit temporary information asymmetry if the time gap
between the first and second sets of replicas receiving the new
information is large enough to be exploited for the Ambush attack.
The time gap is typically some fraction of the epoch length (e.g.,
from a few tens of milliseconds to a few seconds) because the Am-
bush attack attempt succeeds when the asymmetry persists even
after the appearance of a target user transaction.

In the practical batch-order fair systems, such as Themis [26],
the network model is leader-based, where the leader collects the
local sequences from all replicas. Each replica is expected to have its
own, independent observation of user transactions. This so-called
broadcast-submission model not only ensures the independent obser-
vation of user transactions but also improves the system’s perfor-
mance and scalability as it avoids the need for any broadcast com-
munication among replicas. However, the broadcast-submission
model also introduces the possibility of temporary information
asymmetry, unfortunately, because replicas do not broadcast re-
ceived transactions to other replicas.

6.2 How to Remove the Root Cause?

When decentralized replicas experience temporary information
asymmetry, the system is said to be in a state of temporary parti-
tioning with respect to some transaction information; that is, the
amount of information within one partition of replicas is different
from that in another partition. One way to break this temporary
partitioning (thus removing the root cause of the Ambush attack) is
to ensure that all (or at least a majority of) replicas receive any new
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Figure 10: Attack success rates and system performance for

varying gossip probability 𝑝.

information quickly enough so that any temporary information
asymmetry does not persist for a long time.

This, in fact, can be achieved by implementing some information
dissemination mechanisms among replicas. However, as discussed
above, the very reason for the practical batch-order fair systems to
adopt the broadcast-submission model is to improve the system’s
performance and scalability. Therefore, implementing information
dissemination mechanisms may come at the cost of performance
degradation, which makes an undesirable trade-off.

6.3 Trade-offs: Testing via Partial Gossiping

Now to understand the trade-offs between frontrunning attack
resistance and system performance in the practical batch-order fair
systems, we test the Themis system [26] with a simple information
dissemination mechanism that can be controlled by a single system
parameter. This, what we call a partial gossiping mechanism, allows
a replica to gossip about a newly observed user transaction with a
probability 𝑝 to another replica. To be specific, upon reception of a
new transaction, a replica determines for each other replica whether
to gossip about the transaction with probability 𝑝 . Thus, when 𝑝 is
set to 1, each replica gossips all new user transactions to all other
replicas, which is equivalent to the full broadcast primitive. When
𝑝 is set to 0, the replica does not gossip at all, which is equivalent
to the current broadcast-submission model.

Figure 10 shows the undesirable trade-offs between the attack
success rate and system throughput performance for varying the
amount of information dissemination among replicas in the Themis
system. Figure 10(a) shows the attack success rate for varying gossip
probability 𝑝 in the simulation environment. We re-use the simple
attack simulation tool used in Section 5.3 to test the partial gossiping
mechanism with varying probability 𝑝 . It clearly shows that the
attack success rate decreases as the gossip probability 𝑝 increases,
reaching nearly minimum when 𝑝 is set to about 0.1. While this is
an encouraging result, it also shows that the network should gossip
with a non-negligible probability to prevent the Ambush attack
successfully.

Figure 10(b) shows, unfortunately, that the system throughput
decreases rather significantly as the gossip probability 𝑝 increases.
For this performance evaluation, we conduct a real-world multi-
replica evaluation with the open-source Themis implementation
in C++ [4]. The throughput and confirmation latency are mea-
sured on five servers with 110 MByte/s of network bandwidth,
21 replicas, and a block size of 100. To ensure that our perfor-
mance evaluation does not incur any unnecessary overhead, we
only utilize the existing long-lived replica-to-replica connections

(a) Original Themis' network model (with no gossiping)

(b) Themis with the proposed delayed gossiping mechanism
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Figure 11: A replica-level illustration of how the proposed

delayed gossiping mechanism works in detail.

that are already established for the underlying consensus proto-
col. Specifically, these connections come from the same network
library (i.e., salticidae [49]), which manages all consensus-related
messages (e.g., proposals, votes). Over these connections, we ex-
change user transaction messages that are triggered by the partial
gossiping mechanism. Compared to the baseline performance with
𝑝 = 0, the throughput drops to about 65% when 𝑝 is set to 0.1. This
performance degradation is due to the additional communication
overhead incurred by the partial gossiping mechanism.

These empirical results suggest that it is a non-trivial task to
balance the trade-offs between the attack resistance and system
performance when designing any secure and efficient information
dissemination mechanism among replicas in the practical batch-
order fair systems.

7 Practical Mitigation

Understanding and measuring the trade-offs between security and
performance in the network model in the practical batch-order
fair system, we now investigate a practical countermeasure to ef-
fectively mitigate the Ambush attacks with minimal performance
degradation.

The key to finding such a balance is to understand how much
temporal information asymmetry is tolerable for the system to
prevent the Ambush attack successfully. To be specific, when there
exists a temporary asymmetry between two sets of replicas due to
the Ambush attack’s certain transactions, the asymmetry should
be broken but not necessarily immediately. The asymmetry can
be broken after some time, as long as it is before the reception of
the target transaction 𝑡∗ by all replicas. As long as the adversary-
generated ambush transactions are propagated to all replicas before
the target transaction 𝑡∗ arrives at all replicas, the Ambush attack
cannot trap the target transaction 𝑡∗ in a Condorcet cycle with the
frontrunning transaction 𝑡𝐹 .
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This observation implies that the dissemination of transactions
may get delayed at times while successfully mitigating the Ambush
attack, opening the door to more efficient gossip strategies. To be
more specific, replicas can delay the information dissemination
while accumulating many transactions in a single gossip message.
Gossiping this grouped transactions to another replica for break-
ing information asymmetry potentially reduces communication
overhead.

Ideally, the system may want to gossip the grouped transactions
right before a target transaction appears so that it can accumulate
as many transactions as possible; however, assuming the knowl-
edge of target transaction reception time is impractical. Instead,
the system can set the target maximum delay for transactions and
gossip grouped transactions frequently enough to break asymme-
try before a target transaction appears. To avoid any additional
complexity, we can tune the group size to set the approximate tar-
get delay that should be suitable for the certain operation setting
of the system. For example, in a system with a 1-second epoch
length, we may want to set the target delay to 0.1 seconds so that
a replica gossips to another replica every 0.1 seconds on average.
Given an expected transaction-per-second (TPS) performance of
the system and gossip probability 𝑝 , we can estimate the number of
accumulated transactions to be gossiped in 0.1 seconds. By setting
the group size to the estimated number, we can make the replicas
frequently gossip with the target delays on average.

To that end, we propose a simple yet effective countermeasure
called delayed gossipingwhich uses two security parameters, gossip
probability 𝑝 and group size 𝑠 , for tuning the effectiveness and the
overhead of gossiping. Figure 11(a) shows the unmodified version
of Themis, where users broadcast to submit their transactions to
all replicas and each replica independently receives transactions
without gossiping. Figure 11(b) illustrates an example of how a
replica gossips a group of transactions using delayed gossiping.
When a replica receives a new transaction, the replica decides
whether to gossip the transaction based on a gossip probability 𝑝 .
If the replica decides to gossip the transaction, it is inserted into
the transaction gossip queue. Once the queue length reaches the
group size 𝑠 , the replica groups all the transactions into a single
gossip message, sends it to the corresponding peer replica, and
then flushes the queue. Notice that the replica maintains a distinct
transaction gossip queue for every other peer.

Figure 12 shows the effectiveness of the delayed gossiping coun-
termeasure for varying gossip probabilities and group sizes. We
consider the system size of 21 replicas. As Figure 12(a) shows, as we
increase the group size 𝑠 from 1 to 5 to 10, the gossiping becomes
less effective in mitigating frontrunning attacks (i.e., the attack
success rate increases). This is because the larger group size delays
the information dissemination, which can allow the adversary to
maintain the temporary information asymmetry for a sufficiently
long time for the Ambush attack to succeed.

While all our evaluations so far consider the adversary using a
single replica, we also consider the case where the adversary can
leverage 𝑓 replicas to launch the Ambush attack. The adversary
can use these multiple replicas to silently refuse gossiping transac-
tions, thus degrading the mitigation’s effectiveness and increasing
the attack success rates. Our evaluation shows that the attack suc-
cess rate is slightly higher when 𝑝 is small, but as 𝑝 increases,
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Figure 12: The effectiveness of the delayed gossiping mecha-

nism for varying gossip probability 𝑝 and group size 𝑠.

transactions are gossiped more frequently, eventually breaking the
information asymmetry and reducing the attack success rates; see
the dashdotted lines in Figure 12(a).

Figure 12(b) shows that the system throughput performance
does not degrade significantly as the group size increases. As the
group size 𝑠 increases to 5, the partial gossiping with 𝑝 = 0.1
demonstrates only about 10% performance degradation compared
to the baseline performance with 𝑝 = 0. When 𝑠 increases to 10,
the performance degradation becomes negligible. This is because
the delayed gossiping significantly reduces the communication
overhead, which can help maintain the system’s performance and
scalability.

Our empirical results in Figure 12 suggest that it is indeed possi-
ble to make a practical balance between security and performance,
especially whenwe understand enough temporal information asym-
metry we can allow in the system, which can be determined dy-
namically based on the system’s configuration, the network model,
and how many transactions are observed by all replicas.

8 Discussion

We discuss several aspects of the presented Ambush attacks that
are important for understanding the attack’s economic feasibility,
sustainability, and comparison to other attacks.

8.1 Attack Cost

The cost of the Ambush attack consists of two parts: (1) offline
template computation overhead and (2) transaction fees. First, the
template computation overhead is completely offline because it is
done only once before the attack campaign. Therefore, it does not
add any delay to the real-time frontrunning attacks. Also, template
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generation takes only a reasonable amount of time; for instance,
generating a template for a 101-replica system takes about 150
minutes on a 48-coremachine. This allows the adversary to compute
multiple templates in advance and select the one with the highest
success rate.

Second, the transaction fees for the Ambush attack are relatively
low compared to the potential gains from frontrunning the target
transaction. The Ambush attack requires to create and submit a
few ambush transactions to the target fair ordering system and
that is the only cost the adversary has to pay. When calculating the
cost of the Ambush attack, we exclude the cost of fabricating the
frontrunning transaction 𝑡𝐹 from the cost of the Ambush attack
because it directly depends on the value of the target transaction
𝑡∗ and the entire attack campaign (e.g., sandwich attack) that the
adversary is planning to execute. We also exclude the transaction
values in the ambush transactions because the adversary can send
some tokens to his/her other accounts. Thus, the cost of the Ambush
attack is summarized as the total cost of the fees for the ambush
transactions and the frontrunning transaction. With 101 replicas,
the attack against Themis uses 157 such transactions. Considering
that transaction fees are about USD 0.005 in Arbitrum (as of July
2024 [34]), one of the possible target systems for fair-ordering
systems, the cost of the Ambush attack ranges from USD 0.785
to USD 1.045 per attack attempt. This cost should be paid by the
adversary regardless of the success of the attack.

One critical advantage of the Ambush attack is that the adversary
can recover the attack cost in the epoch, if the adversary decides to
abort the attack before sending the frontrunning transaction and
the ambush transactions to the rest of the replicas. That is, if the
adversary decides to stop the attack after Step 1 (see Figure 3), the
ambush transactions that have been sent to some replicas are not
included in the final sequence of the epoch, thus costing nothing
to the adversary. This is because a transaction is inserted into the
final sequence only when it appears more than 2𝑓 + 1 replicas’ local
sequences; see Themis [26] for details.

8.2 Attack Sustainability

While the presented Ambush attack is not completely stealthy, it is
sustainable because the adversary can keep utilizing disposable re-
sources without its true identity being revealed. The Ambush attack
may create unusual transaction patterns (e.g., ambush transactions)
in the fair-ordering system and thus can be detected by a vigilant
system operator. Yet, the Ambush adversary can continue the attack
even after or during the active detection because the amount of
resources required for the attack is low and they are disposable. The
adversary makes his/her own user account(s) to send some ambush
transactions and the frontrunning transaction. In blockchains that
accept transactions from users accounts without any permission
(e.g., Ethereum, Arbitrum, etc.), it is hard to relate these accounts
to the true identity of the adversary behind. A cautious adversary
can further hide his/her identity by utilizing multiple network iden-
tities (e.g., IP addresses) and multiple user accounts, which incur
additional costs but it is still affordable. Moreover, the ambush trans-
actions themselves are not malicious; they are just benign-looking
transactions that are sent to the adversary-chosen replicas at the
adversary-chosen time.

Table 1: Comparison between the Ambush vs. Condorcet

attacks [45].

Ambush attack Condorcet attack [45]

Attack goal Frontrun a Degrade order fairness
target transaction (frontrunning is never a goal)

Create a Yes YesCondorcet cycle

Perpetrator Single replica Single client

Precise cycle design Required Not required

Targeted attack Yes No

Consider quorum- Yes Nobased ordering

8.3 Comparison to the Condorcet Attack

Recent work by Vafadar et al. [45], called the Condorcet attack,
shares some similarities to the presented Ambush attack as both
intentionally create Condorcet cycles in the fair-ordering systems.
However, the two attacks are largely different and should not be
confused with each other. The main attack goal of the Condorcet
attack is degrading order fairness of the fair ordering system with
a malicious client, and never considering frontrunning attacks. In
contrast with the Condorcet attack, Ambush attack aims to frontrun
a target transaction with a single malicious replica. One charac-
teristic that may make the two attacks look similar is the strategy
that both attacks create Condorcet cycles. Yet, their strategies in
constructing the Condorcet cycle are different; Ambush attack is
designed as a targeted attack and requires a precise design of the
Condorcet cycle while the Condorcet attack is not. Furthermore, the
Condorcet attack does not consider the quorum-based ordering for
liveness, therefore, it does not always guarantee the construction
of the Condorcet cycle when critical local sequences from replicas
are missing, while the Ambush attack can always make the Con-
dorcet cycle by using well-designed templates (Appendix A). In
short, the Ambush attack is different from the Condorcet attack as
it does not share the goals or the attack techniques. Furthermore,
our work goes beyond the presentation of new attacks against exist-
ing practical batch-order fair systems by offering insights into the
structural trade-offs between the security and performance of fair
ordering systems. Table 1 summarizes the key differences between
the Ambush attack and the Condorcet attack.

9 Conclusion

In a world increasingly reliant on blockchain technology for di-
verse transactions, frontrunning remains a critical challenge that
demands continuing attention. In this work, we demonstrate that
a state-of-the-art first-come-first-served ordering system specifi-
cally designed to mitigate frontrunning is, unfortunately, entirely
vulnerable to a novel form of attacks due to a subtle yet critical
trade-off in its network design. While this specific vulnerability can
be handled as we demonstrate, our findings highlight the need for
a more careful understanding of the interplay between distributed
algorithms and network protocols to better address this persistent
issue.
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A Unknown Quorum Selection

Themis uses (𝑛 − 𝑓 ) local sequences to produce the final sequence
𝑓 𝑖𝑛_𝑠𝑒𝑞 to ensure the liveness even with 𝑓 faulty replicas. To this
end, the adversary optimizes transaction templates by adding more
ambush transactions so that it can always create a Condorcet cycle
in all possible combinations of the quorum of (𝑛− 𝑓 ) local sequences.
This indeed complicates the attack, as the adversary now needs
to consider 𝑛!

𝑓 !(𝑛−𝑓 )! combinations of (𝑛 − 𝑓 ) local sequences. Our
Ambush attack should account for this quorum selection. The ad-
versary must ambush 𝑓 + 1 different ambush transactions (not just
a single ambush transaction as seen in Section 4) to create a Con-
dorcet cycle in all possible combinations of the quorum of (𝑛 − 𝑓 )
local sequences.

manipulated to (𝑡𝐹  𝑡𝑎1 𝑡𝑎2 𝑡∗)
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Figure 13: A toy example template for unknown quorum

selection.

We explain how to optimize the templates with additional am-
bush transactions. Although the adversary does not know which
local sequences will be excluded from the quorum, the adversary
knows the number of local sequences (i.e., 𝑓 ) that will be excluded.
Knowing this, the adversary can guess the local sequences that
will be included in the quorum and create a template that only
uses those local sequences to create a Condorcet cycle. If any of
the guessed local sequences are not included in the production of
the Condorcet cycle, the attack fails, and Condorcet cycle creation
succeeds otherwise. To always reliably create Condorcet cycles, the
adversary can overlap 𝑓 +1 such guesses, so that even if at most 𝑓 of
the guesses are wrong, the adversary can still create one Condorcet
cycle to conduct the attack. We use a simple example in Figure 13 to
illustrate how we can send multiple ambush transactions to create
a Condorcet cycle in all possible combinations of the quorum. In
the example of 𝑛 = 5 (with 𝑓 = 1) replicas, the adversary should
simulate total four cases of the quorum of (𝑛 − 𝑓 ) = 4 local se-
quences: the set of all 3-element subsets of Ŝ \ 𝑆1 = {𝑆2, 𝑆3, 𝑆4, 𝑆5}
or

(Ŝ\𝑆1
3

)
(since the replica 1 is the adversary-controlled replica).

The example attack submits two ambush transactions 𝑡𝑎1 and 𝑡𝑎2
to create a Condorcet cycle in all the possible combinations of the
quorum. Note that in the case when the adversary wishes to place
more transactions into the cycle for the purpose of increasing the

attack success rate (see Intuition 2 in Section 5.1), the adversary
can still do so by submitting additional transactions per ambush
transaction.

B Concurrent Multiple Attack Campaigns

In all attack scenarios we discussed in the main body of the pa-
per, we assume that the attack is conducted by a single adversary
either with a single replica or multiple colluding replicas. While
it is outside the main scope of this paper, we briefly discuss the
implications of multiple concurrent attack campaigns on the same
target transaction. For this discussion, we first extend the definition
of attack success to include the attack success rate of multiple at-
tackers: (1) the single-winner scenario and (2) the multiple-winners
scenario. First, in the single-winner scenario, only one attacker
succeeds, whose frontrunning transaction frontruns both the target
and all the other frontrunning transactions. This applies to cases
when only the first frontrunning transaction is profitable and the
subsequent ones are not (e.g., liquidation). For this case, the attack
success rate naturally tapers off as the number of attackers increases
since they compete with each other to be the first among all.

Second, in the multiple-winners scenario, many attackers can
succeed as long as their frontrunning transactions are placed before
the target transaction. This scenario applies when multiple fron-
trunning transactions yield some profit (e.g., multiple overlapping
sandwich attacks), although this is less common in practice. For
this case, the average attack success rates decrease less dramati-
cally compared to the previous scenario; for example, about 1%𝑝
decrease of success rate when 𝑓 = 2, about 5%𝑝 decrease when
𝑓 = 5, and about 20%𝑝 decrease when 𝑓 = 25, according to our
separate simulation results. This is because as more adversaries
insert their ambush transactions, the complexity of the Condorcet
cycle increases, deviating from their intentions. Nevertheless, the
Condorcet cycle is still formed, enabling frontrunning to some
extent.

C Themis’ Deterministic Unspooling Algorithm

In Themis [26], at the end of an epoch, the leader replica runs
FairOrdering()—which first constructs a graph with transactions
as in Figure 2, identifies strongly connected components (SCCs)
using Tarjan’s algorithm [42], and topologically sorts the SCCs— to
produce the final sequence. If an SCC containsmultiple transactions,
the leader applies the deterministic cycle unspooling algorithm,
which finds a Hamiltonian cycle2, to the SCC, producing a sequence.
Given an SCC with 𝑘 transactions, the algorithm first constructs a
path covering all 𝑘 transactions, then identifies a subpath that forms
a cycle, and finally swaps subpaths to form a Hamiltonian cycle.
For example, given a path 𝑡1 → · · · → 𝑡𝑖 → 𝑡 𝑗 → · · · → 𝑡𝑘 , the
algorithm finds a cycle-forming subpath 𝑡1 → · · · → 𝑡𝑖 → 𝑡1, then
merges the remaining paths into it: 𝑡1 → · · · → 𝑡 𝑗 → · · · → 𝑡𝑘 →
· · · → 𝑡𝑖 → 𝑡1. After finding the cycle, a path is deterministically
derived from the cycle and inserted into the final sequence. The
full details are available in the open-source Themis repository [4].

2While not explicitly stated in the Themis paper or codes, the algorithm is a variant of
Angluin and Valiant’s algorithm [2].
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